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APEX SSP

• What is Session State Protection?

– Prevents URL tampering



APEX SSP Alert!

• Upgrade to: 3.2.1.00.12

patch set or APEX 4.0



APEX SSP

• Advantages:

– Quick

– Easy to implement

– Good for internal applications



APEX SSP

• Cautions:

– No AJAX support

– False sense of security



DEMO: LOV + SSP + AJAX

• Preface: 

– Simple Cascading LOV

– LOV + SSP + AJAX = ???



LOV + SSP + AJAX ?
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LOV + SSP + AJAX

Set Secure (hash)Set Secure (hash)

Page LoadPage Load

Set UnSecureSet UnSecure

Page SubmitPage Submit

……

Set Secure (hash)Set Secure (hash)

……

Set UnSecureSet UnSecure



DEMO: LOV + SSP + AJAX

• Please see: 

http://www.talkapex.com/2009/05/enha

ncing-apex-security.html 

• And: • And: 

http://www.talkapex.com/2009/05/enha

ncing-apex-security-explanation.html



Agenda

Intro QuestionsSSP VPDIntro QuestionsSSP VPD



VPD

• Where is the best place 

to apply security?



What is VPD?

• Automatically applies predicate

• Enterprise Edition



What is VPD?

• Example:

SELECT *
FROM empFROM emp

WHERE deptno = 10



Session Contexts

•Name=Value

•Name=Value

•Empno=7782

•Deptno=10
123123



VPD + APEX: Login

Post Auth ProcessesPost Auth Processes

Login ValidationLogin Validation

Continue LoginContinue Login

Post Auth ProcessesPost Auth Processes
Set/Define Key Set Name/Value



VPD + APEX: Page Load

“VPD” Block“VPD” Block
Set Context Key

APP_USER SetAPP_USER Set

Continue Page LoadContinue Page Load

“VPD” Block“VPD” Block
Set Context Key



Demo: VPD

• Please see: 

http://www.talkapex.com/2010/07/poor-

mans-vpd-in-apex-and-oracle-xe.html



“Poor Man’s” VPD

“Public” Schema“Public” Schema

APEXAPEX

“Secured” Schema“Secured” Schema
Views Tables Packages

“Public” Schema“Public” Schema
Synonyms
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